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Abstract
The increased number of transports with dangerous goods (TDG) increases the risk of both accidents and terrorist
attacks. Digitalisation is crucial in order to avoid human errors and to increase safety, security and efficiency,
however there are few research studies that analyse digitalisation for the TDG, this being the first time, to the
author’s knowledge, that barriers to the implementation of information and communication technology (ICT)
solutions for the transport of dangerous goods has been analysed. A new elicitation methodology called the
‘implementation acceleration methodology for ICT (IAM-ICT)’ has been created, with the aim of identifying and
hierarchizing potential barriers to the implementation and integration of ICT solutions involved in the multimodal
TDG, and with a view to overcoming the most relevant problems at an early stage. This methodology combines
user-driven innovation (UDI), the analytic hierarchy process (AHP) and Bayesian networks. The application of this
methodology, which is easily replicable in other fields, will enable a better design of ICT solutions so that they can
be implemented and integrated in SMEs and large companies. The results show a hierarchy of potential barriers for
a multi-modular ICT solution used as use case study, in two different co-designed schemes for a small and medium
enterprise (SME) and for a large company.
Keywords: ICT implementation, Supply chain management, Digitalisation, Transport of dangerous goods, Bayesian
networks, Analytic hierarchy process (AHP), User-driven innovation (UDI)

1 Introduction
The transport of dangerous goods (TDG) has been increasing in recent years. In 2015, the road freight transport of dangerous goods in Europe moved around 82
billion tonne-kilometres, which represented an 8.8% increase compared with 2014 [1] and €615 billion of sales
[2]. This rise in the TDG increases the risk of accidents.
The most recent European data for road transport shows
that 19.73% of checked transport units in 2014 had at
least one infringement, with 27.72% of the infringements
also requiring the vehicle to be immobilised [3]. Moreover, 42.69% of the infringements were classified as very
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serious: the transport did not comply with relevant
safety provisions, thereby creating a high-level risk of
death, serious personal injury or significant damage to
the environment (data from 2012) [3]. This data shows
that despite current legislation in this field, human errors can always occur.
The TDG has become a highly regulated field due to
their hazardous characteristics. There are various standardised European codes, as well as national regulations.
The variety of regulations makes compliance with all
safety and documentation requirements difficult, which
leads to human mistakes, and demonstrates the need for
digitalisation and automation through ICT.
ICT brings multiple benefits to organisations by providing
high visibility, control and efficient data exchange across the
supply chain, as well as better flexibility in reacting to
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unexpected changes during shipment [4, 5], all of which
translates into safer and more secure transport. Some authors have also suggested that most ICT solutions provide a
general solution that does not satisfy the specific needs of
the companies [6]. The number of software companies offering modularised software solutions that better fit the individual needs of logistics and supply chain companies has
increased in recent years in an attempt to solve this. Voordijk
et al. (2006) also noted the advantages of modularity, and
state that “modularity provides the kind of flexibility that enables firms to serve a variety of customer needs” [7]. The development of software solutions with a multi-module
structure that better fit the needs of different customers
would therefore increase their market acceptance. In recent
years many authors have defined a series of methods for the
development of modular platforms [8]. Modularity has three
main advantages: it makes complexity manageable, enables
the development of work in parallel (reducing development

Fig. 1 Concept scheme
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time), and is more flexible, since it allows an easier implementation of potential future needs [9].
The acceptance of recent ICT advances for freight transport in Europe is very slow [10]. The low uptake of ICT
solutions highlights the importance of analysing barriers
in the design stage for smooth future implementation. All
these issues, together with the approach followed in this
study, can be seen in Fig. 1. In this paper we introduce a
new methodology called the ‘implementation acceleration
methodology for ICT (IAM-ICT)’, which looks for a
greater implementation of ICT in all sectors by analysing
barriers at the design stage, not only from a qualitative,
but also from a quantitative point of view.
The main aim of this paper is to introduce a methodology to identify, and establish a hierarchy of potential
barriers to implementing ICT solutions in the TDG, and
to analyse how they can be overcome. This methodology
has great potential since it can further be extended to
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other sectors that are having problems with the implementation of ICT technologies (e.g. logistics, health, etc.).
The paper’s structure can be seen in Fig. 2. Structure
of the methodology.
Section 2 is dedicated to a literature review, where the
ICT barriers in the transport and logistics sector reported
in previous bibliographies have been analysed. This information is used as the starting point in the design stage of
an ICT solution and in the Step 2 of IAM-ICT methodology for the development of the first elicitation technique. Section 3 explains the methodology used,
describing all the steps developed in the IAM-ICT methodology. This section is subdivided into subsections according to the different steps of the IAM-ICT
methodology (see Fig. 2). Section 4 presents the results
obtained, including, the prototype (describing the modules
of the ICT solution used as case of study), AHP, Bayesian
networks and co-creation in two types of companies or
co-creation scenarios (one SME and one large company).

Fig. 2 Structure of the methodology
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Finally, Section 5 concludes the paper, showing main findings, and suggests future research directions.

2 Literature review and analysis of the state of
the art
In recent years, ICTs have played a very important role in
the innovation of different sectors. There is a wide variety
of ICT applications for the logistics and transport sector, including transportation management applications for management and planning, supply chain execution applications
for a real-time sharing of information during the transport
of the goods, field force automation to automate processes
between the workforce and the different business processes,
and fleet and freight management solutions used as reporting applications that give different transport data (e.g. travel
times) to transport managers [5, 11]. A recent study has
demonstrated that the implementation of ICT has positive
effects on supply chain agility and economic performance
[12]. For example, the use of ICT technologies in the
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transport sector has shown to have benefits for drivers,
eliminating the time spent on administrative activities,
which represents a 5.4% of the driver’s working day [13].
Nowadays, some of the most prominent ICT technologies include big data, the internet of things (IoT), artificial
intelligence and cloud computing [10]. Advances in digitalisation supported by these technologies are necessary to
provide solutions for the management and safe transport of
merchandise. This digitalisation process will avoid human
errors and increase efficiency through a higher level of automatisation that will reduce expedition times and costs.
The positive role of ICT in improving overall performance,
customer service levels, visibility and communication between multimodal transport operators has been recognised
by many stakeholders [6], however, there are many barriers
that slow down the adoption of ICT solutions.
2.1 Barriers to ICT adoption in the TDG supply chain

There are many publications that analyse the factors affecting the adoption of ICT solutions, however, few studies
have focused on the implementation of ICT in the transport and logistics sector. Pokharel (2005) identified four
main factors that affect the level of ICT adoption by logistics companies, which include the logistic services provided, the size of the company, the number of industry or
product types with which the company works, and the
technological development and policy regarding ICT [6].
We have analysed the different barriers in three different groups: company-related barriers, external barriers
and technical barriers.
Company-related barriers are those in which the behaviour of companies towards ICT adoption appears to
be affected by the characteristics of the company itself,
and include economic barriers, human capital restrictions and operation-related barriers.
Economic or financial barriers include the long implementation periods for ICT solutions [6] and the need for
financial justification in order to fully implement an ICT
solution [14], as well as insufficient compatibility between new ICT solutions and the existing solutions
adopted by the company. This insufficient compatibility
between solutions often leads to high substitution costs
for firms, in order to intensify the use of the ICT [15].
ICT implementation can also be hampered by the cost
of the investment needed to buy equipment (e.g. telematic equipment in the case of tracking and tracing applications), the installation and the integration of new
ICT solutions with legacy systems [16, 17], and insufficient management support [18]. One of the main barriers to ICT adoption is uncertainty about timely returns
on investment, and a lack of methods for the identification and analysis of potential benefits (in terms of costs
and intangible benefits due to, for example, additional
services) [5, 11, 17].
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Human capital restrictions also hinder the implementation of ICT. The lack of ICT specialists, together with
insufficient training and the reluctance of personnel to
change and to learn new technology are important aspects that affect the acceptance of ICT [15, 17]; as well
as the attitude of managers and company policy about
the implementation of new ICT solutions [5]. Harris et
al. (2015) studied the barriers associated with the adoption of ICT in multimodal transport with a focus on
operation-related barriers, including the lack of ICT specialists, the shortage of skills among personnel to operate new applications and insufficient ICT-oriented
training – all barriers that may have a big impact on
small companies due to the dearth of specialists [10].
Workers, such as drivers, also feel that the implementation of new technology would control them more
strictly, feeling as if they were observed during the whole
working day, and thus seeing new technological advances as an enemy rather than a tool that could facilitate their work [17]. They may even feel that their job is
in danger if ICT solutions are implemented, leading to
the sabotage of the process by the workers [19].
A deficient ICT strategy and insufficient knowledge of
the potential gains to be made from ICT by managers
[15], or a lack of management by company
decision-makers, stand in the way of ICT implementation.
Often the performance of an ICT technology or its future
development is unknown or unclear, thereby restricting its
adoption by companies [15, 19]. There are also some psychological barriers when making a decision. Several studies show that the use of ICT is more positively perceived
the bigger the company is [6, 20, 21], possibly due to their
higher financial stability which allows the planning of investments for long-term results (long-term vision), and
where the objective is to increase their business volume.
Patterson et al. (2003) suggest that “the more decentralized the organization, the more likely it will be to adopt
supply chain technology” [21]. Pokharel (2005) considered
whether the fact that a company dealt with many different
types of products means that they would need a higher
level of ICT implementation. The survey showed that this
is not a factor that affects having a higher degree of ICT
implementation, since companies handling large volumes
of a specific product use higher levels of ICT; and therefore the implementation of ICT is not dependent on
handling different types of products or not [6]. In a similar
vein, Golob and Regan (2002) report that carriers that
handle added value goods or which need a higher control
(e.g. refrigerated substances, dangerous goods) are more
keen on the adoption of ICT solutions for the tracking
and tracing of goods [22]. Previous experiences with similar ICT solutions and a company’s current technological
development can affect the decision of whether or not to
use a new ICT solution [5, 6, 15]. Patterson et al. (2003)
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indicated that organisations with low success in implementing ICT technologies in the past are more likely to
adopt new technologies, since those who have already
adopted old technologies would have to invest a huge
quantity of money to make profit from them and so they
are not made redundant if another new technology is used
[21]. Those entities that have included a supply chain
management strategy in their corporate strategy are also
more likely to adopt new technologies to manage their
supply chain [21].
External barriers are those in which the behaviour of
companies towards the adoption of ICT appears to be affected by the behaviour of other players in the market.
Partnership among companies in the supply chain, customer attitudes towards ICT or a reluctance to adopt
technology may prevent companies from being involved
in ICT projects [5], or favour their implementation if
there is a good climate between supply chain members
[21]. The adoption of ICTs that involve different members of the supply chain therefore needs them all to have
a similar ICT strategy in order to accomplish a high
implementability of the solution [23]. In the review recently developed by Gunasekaran et al. (2017), they conclude that organisations should think strategically about
which technology could give them competitive advantage and how to integrate it with other supply chain
members (alignment), and should include fast adaptation
to new scenarios in their business strategy (adaptability
and agility). If these three concepts are not considered
the new ICT solution will eventually fail [24].
A study by Jacobsson et al. (2017) showed that deficiencies in the information exchange between involved actors
are common and can be a barrier to the implementation
of an ICT solution for the multimodal TDG [25]. Marchet
et al. (2009) analysed ICT adoption in the Italian freight
transportation industry, and said that one of the main reasons for the low level of ICT implementation is the fragmentation of the Italian logistics and transportation
industry due to the multiple levels of sub-contracting [11].
Integration between the different ICT solutions and technologies used by the different members of the supply
chain is then also required for the efficient implementation of new ICT solutions [5, 26].
On the other hand, customers can have a strong influence on their suppliers, pushing them to the implementation of specific ICT solutions that can improve their
communication or can distinguish them from others [21,
27]. Patterson (2003) also identified environmental uncertainty as a factor affecting the adoption of ICT technologies, understanding uncertainty as unpredictable
changes from suppliers or from customers, changes in
the production processes or any fast change that cannot
be predicted beforehand. Those companies that have
more environmental uncertainty are then more keen on
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the implementation of technologies for greater control
over their business [21].
Technical-related barriers are the third type of barriers, and these include the interoperability of systems,
ICT integration, standardisation, security and data protection. These kinds of barriers relate to the technological constraints that hamper operators from making
full use of ICT solutions [4, 10]. Pokharel (2005) analysed ICT adoption by transport and logistics companies
through the development of a survey to 600 companies,
of which 84 responded and only 45 were valid [6]. From
a technical point of view, the analysis of the responses
showed that ICT adoption could be facilitated by a good
infrastructure, the availability of technology to meet the
needs of the industry and how industry managers are
motivated economically: if there is a good opportunity
to increase profits. He also identifies the costs, the management support and the rapid obsolescence of technology as some of the main barriers. Stakeholders feel that
ICT solutions will soon be updated, mainly due to the
fast evolution of technology and the use of tailored solutions for each company [6]. Helo and Szekely (2005) developed a review of the different software applications,
analysed their benefits, and indicated the importance of
the integration between different software solutions and
the creation of standards [26]. This low level of integration between the different ICT solutions was also identified by other authors [11, 17].
2.2 Methodologies used for the development and analysis
of ICT solutions

A variety of methods can be found in the literature for i)
the development of new ICT solutions, and ii) for the
analysis of the benefits and barriers of developed ICT
solutions.
Software usually follows a series of development phases.
Two of the most common methodologies are the ESA
standard [28] and the Agile methodology [29]. Droschl et
al. (2002) compared the development of a software module using the ESA standard with the formal Vienna development method (VDM) and found that the use of VDM
led to the fulfillment of more requirements, thus increasing the quality of the developed product [30]. Many other
methods for the design, development and validation of a
software module or a software solution can be found in
the bibliography (e.g. fuzzy clustering, voice of the customer (VOC), the design structure matrix (DSM), modular function deployment (MFD)) [8], however, many of
these methods are centred on user requirements, the design of the architecture, the development and the validation, and do not include a specific analysis identifying the
barriers to implementation that the developed solution
will have to face, and how they should be handled in the
design phase so that they can be overcome. A comparison
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of the characteristics of current methodologies and the
methodology proposed within this paper, as well as their
impact on the effectiveness of ICT implementation can be
found in Table 1.
The most common methods for the analysis of ICT deployment barriers in companies are literature reviews and
surveys [5, 6, 17, 21]. Sternberg et al. (2014) used direct
observation for the analysis of road haulage operations
and how ICT technologies could benefit truck drivers
[13]. Tseng et al. (2011) used the Fuzzy DEMATEL
method to show interrelationships between criteria [31].
Kengpol and Tuominen (2006) proposed a methodology
to help decision makers in the evaluation of information
technology proposals, including a qualitative and a quantitative analysis; the methods used were the analytic network process (ANP), Delphi, and Maximise Agreement
Heuristic (MAH) [32]. Marchet et al. (2009) evaluated
ICT adoption using multiple-case studies based on interviews. This is a qualitative method with three steps: literature review, interviews and case studies [11]. Zeimpekis
and Giaglis (2006) also analysed the circumstances of the
success of telematic solutions implemented in SMEs using
a three-phase research methodology which included a literature review, a qualitative method (interviews) and a
quantitative method (online questionnaire) [17]. Patterson
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et al. (2003) developed a model of the antecedents of supply chain technology adoption in which seven different
hypothesis were analysed and validated through a survey
which uses the Likert scale [21].
Other methods that have been used for the analysis of
barriers in other fields include interpretive structural modeling (ISM) a methodology for the analysis of dependencies
between barriers, and the Impact Matrix Cross-Reference
Multiplication Applied to a Classification (MICMAC)
method for the classification and quantification of the barriers [19]; as well methods already mentioned, such as literature reviews, Delphi and AHP [33].
The design and analysis of the barriers to and benefits
of ICT are usually analysed separately. Studies found during the literature review show that barriers to ICT adoption have only been analysed after the development of the
ICT solution. On the other hand, ICT design methodologies are focused on the gathering of user requirements,
the definition of the system architecture and on development and validation tasks, but they do not include an analysis of potential barriers once the product comes onto the
market. There is therefore a gap in the development of
studies for the ex-ante identification of barriers to new
ICT solutions, and their inclusion in ICT design and development methodologies. The main contribution of this

Table 1 Comparison of current methodologies and IAM-ICT methodology, and impact on its effectiveness in the implementation of
innovative ICTs
Name

Characteristics

Ref Advantages/Effectiveness of IAM-ICT methodology

ESA standard

◦ General methodology that includes practices and
[28] ◦ IAM-ICT specifies the tools to be used in each of these
guidelines for the phases of software development
development phases except for transfer, operations and
maintenance phases.
including transfer, operations and maintenance and
prototyping concept.
◦ It includes the prioritisation of the acceptance barriers.
Co-creation is used to resolve implementation barriers.

Agile methodology

◦ Flexible method allowing frequent and regular
software releases.
◦ Includes agile methods giving general ideas of
what to be done.

Vienna development
method (VDM)

◦ Used for the detection of errors and improvement [30] ◦ IAM-ICT addresses market needs within a specific scope
of requirements. Allows the analysis of designs and
and prioritises barriers in the design phase.
identification of defects at an early stage of system
◦ Co-creation is used to resolve implementation barriers.
development.

Fuzzy clustering

◦ Method to hierarchize a set of objects and
identify modules .

[8]

◦ IAM-ICT includes the prioritisation of the acceptance barriers
and how they can be overcome using co-creation methods.

Voice of the
customer (VOC)

◦ Method to gather customer needs as to how
they use the product, through interviews,
surveys, etc.

[8]

◦ IAM-ICT includes: the selection of the most appropriate
elicitation technique, the consideration of cost benefit
analysis, prototyping, and the prioritisation of
implementation barriers.

Design structure
matrix (DSM)

◦ Used to represent activity dependencies.
◦ Allows the formation of clusters that indicate
possible modules.

[8]

◦ IAM-ICT includes the design of the modules and the
development of a prototype, the selection of the most
appropriate elicitation technique, UDI techniques to
gather requirements and implementation barriers,
the consideration of cost benefit analysis, and the
prioritisation of implementation barriers.

Modular function
deployment (MFD)

◦ Manages data efficiently and performs
numerical or statistical analyses (with qualitative
and quantitative data).
◦ Allows the formation and definition of clusters.

[8]

◦ IAM-ICT methodology includes an additional phase
for the analysis and prioritisation of implementation
barriers; using co-creation to resolve them.

[29] ◦ IAM-ICT defines the methods to be used in the
requirements gathering phase.
Prioritisation of barriers in the design phase.
◦ Co-creation is used to resolve implementation barriers.
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paper is the development of a methodology that encompasses both the design of the software solution through
the different elicitation techniques previously used in the
literature, and the analysis of qualitative and quantitative
barriers through multicriteria decision methods, Bayesian
networks and co-creation.

3 IAM-ICT methodology: definition of stages
The literature review introduced a list of barriers that can
affect whether decision-makers implement a new ICT solution for multimodal transport. In this paper we will specify what the barriers are in the case of ICT solutions in
the multimodal TDG. In order to do so, a methodology
has been developed – the implementation accelerator
methodology for ICT (IAM-ICT) – for the identification,
weighting, prioritisation and overcoming of these barriers
or key factors, by using a multi-modular ICT solution for
the TDG as a case study (see Fig. 3).
The IAM-ICT methodology can be divided into six
main steps (see Fig. 2), which are detailed in the following subsections (from 3.1, 3.2, 3.3, 3.4, 3.5 and 3.6):
▪ Step 1: the selection of the most appropriate
elicitation or UDI techniques according with Carrizo et
al. [34].
▪ Step 2: the development of a first round of UDI
techniques (workshop, brainstorming, prototyping and
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cost benefit analysis (CBA) of the developed prototype)
in order to help in the first design of the ICT solution
and to obtain initial potential barriers.
▪ Step 3: the development of a second elicitation
technique (i.e. focus group) to obtain information from
stakeholders, based on the first design of the solution
for the improvement of the initial prototype and the
identification of other barriers additional to those
identified in Step 2, as well as of the parameters
affecting the calculation of the solution’s CBA.
▪ Step 4: the weighting of quantitative (economic)
barriers through: first, obtaining data regarding the
CBA from companies; and finally, prioritisation using
Bayesian networks.
▪ Step 5: those variables that are qualitative were
weighted using the AHP. This finally led to the
prioritisation of the barriers.
▪ Step 6: the last step of IAM-ICT focuses on the analysis in situ, of the customer facilities, through a cocreation session analysing how to solve those barriers
that have obtained a higher weight, and which, then,
have a greater effect in hindering the implementation
of the analysed ICT solution.
3.1 Selection of UDI elicitation techniques

The study carried out by Carrizo et al. (2014) was used
in order to select the most appropriate elicitation

Fig. 3 Prototype scheme of the new cloud computing solution for the transport of dangerous goods
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techniques to obtain the requirements at each development stage, which develops a procedure that establishes
which techniques are more appropriate depending on
the type of problem, and the skills of the elicitor and the
informants, while also taking into account temporal aspects (e.g. the availability of informants) [34]. This
method deals with the selection of a requirements elicitation technique for software product requirements, offering a wide range of possible techniques to capture
more information about requirements. Table 2 shows
the elicitation techniques selected for each step, from
lower to higher knowledge on the subject.
3.2 Workshop, brainstorming and prototyping

An initial workshop was carried out with different members of the supply chain in order to obtain a first and
global vision of the problem. During the session, the
new ICT tool (used as a living lab) for the TDG was introduced and future advances/requirements were analysed. At the end of the session, the participants
completed independent questionnaires with a view to
gathering their individual opinions. After this initial vision, the second technique was a LEGO serious play session, used as a brainstorming and role-playing technique
[35]. This type of session was used as a first approach to
defining an initial prototype of an ICT for the TDG and
to identify barriers that will need to be faced in order to
implement the ICT solution. With all this information,
an initial prototype identifying the four modules of the
new software solution was developed (see Fig. 3).
3.3 Focus group

The focus group was formed to represent all the stakeholders involved in the TDG supply chain. It comprised the
technical manager of a petroleum company, the project
manager of a chemical manufacturing company, the general
manager of a road transport company, an informatics technician and a commercial manager in a technology services
company specialising in the logistics and port sector, a
member of a railway company, and a member of a forwarder involved in the maritime and air transport of goods.
Barriers to the initial prototype were studied in order to
prepare the focus group session. These barriers can be
classified as not quantifiable (operational, psychological,
etc.) and quantifiable barriers; the latter can be understood
as economic barriers and can be analysed using an
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economic cost analysis. A CBA was carried out in accordance with the ASSIST (assisted e-service deployment)
methodology [36]. The (i) initial prototype, (ii) initially detected barriers to the prototype and (iii) CBA were therefore introduced to the attendees of the focus group so
they could analyse them, change, add or remove any issue
discussed during the session, and improve the quality and
implementation of the new ICT solution for the TDG.
3.4 Bayesian networks (BNs) – quantifiable barriers

One of the results of the focus group was identifying
quantifiable or economic barriers. The weighting of the
quantifiable barriers was carried out using BNs on the cost
variables of the CBA. The value of the costs variables were
obtained from six companies. Data was obtained for each
variable for each quarter from 2012 to 2016. The main objective of BNs is to compute the distribution probabilities
in a set of variables (xi) according to the experimental data
of the variables (vik) identifying the belief network structure BS with a maximum likelihood (ML).
Let D be the database of n discrete variables xi with ri
possible value assignments: vik(1 ≤ k ≤ ri). The likelihood
(L) of D and a given belief network structure BS is:
Z
L ¼ PðBS ; DÞ ¼

P ðDjBS Þ: f ðBP jBS Þ:P ðBS Þ:dBP

ð1Þ

BP

where BP is a vector whose values denote the conditional
probability assignments associated with the belief network structure BS and f is the conditional probability
density function over BP given BS. Therefore, assuming
equal priors on BS and f(BP| BS) as a second-order probability uniformly distributed, Eq. 1 can be formulated as:
L ¼ PðBS ; DÞ ¼ PðBS Þ:

qi
n Y
Y
i¼1

ri
Y
ðr i −1Þ!

 :
N ijk !
j¼1 N ij þ r i −1 ! k¼1

ð2Þ
where Nij is the number of cases in which Pai (parents
of xi in BS) has the j-th configuration, Nijk is the number
of cases in which variable xi has the value vik when Pai
has their j-th configuration and qi is the number of possible configurations of Pai.
We used a heuristic-search method to maximise L
achieving ML, based on the algorithm K2 that begins by
making the assumption that a node xi has no parents

Table 2 UDI elicitation techniques selected from Carrizo et al. [34]
Steps (in order)

Results

Workshop (questionnaire), brainstorming (role playing) and prototyping.

Initial prototype – quantifiable and not quantifiable barriers –
cost-benefit analysis (CBA).

Focus group.

Validation of: prototype – barriers – CBA.

Co-creation/use cases.

In situ study of the system to analyse how to overcome the barriers.
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Pai, and then adds incrementally that parent whose
addition increases P(BS, D). When the addition of no single parent can increase the probability, we stop adding
parents to the node [37]. The BS with a ML is obtained
when BS is the structure with the ML after evaluating it forward and backwards (from parents to children, and inversely), and when removing data randomly from 80% to
50%, variables at the first level of the network do not change.
3.5 Analytic hierarchy process (AHP) – not quantifiable
barriers

One of the results of the focus group was obtaining a list
of barriers (quantifiable and not quantifiable) to the new
ICT solution for TDG, however, not all the barriers have
the same importance or affect in the eyes of the
decision-makers [38]. The priorities or importance of
qualitative barriers were obtained using the AHP method.
Questionnaires aimed at gathering the opinions of the
experts were prepared using the following steps:
i.

An expert panel was created according to the
stakeholder theory recommendations to avoid
conflicts of interest [39, 40]. The expert panel was
formed of seven members of the companies
involved in the focus group, but different to the
attendees of the focus group session.
ii. The barriers were classified into groups (first level)
and subgroups (second and third levels) to enable
comparison between barriers with similar
characteristics at the same level by the experts
(see Fig. 4).
iii. The opinions were made available by means of
questionnaires filled in independently by the
experts. The collected opinions constitute matrices
of comparison using the scale of Saaty [41]. Seven
experts carried out the pairwise comparison
process. The Delphi method was used to reach
consensus between expert responses [42]. The data
obtained in each Delphi round was analysed using a

Fig. 4 Hierarchical model of barriers for the prototype presented in Fig. 3
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binomial statistical test to determine an appropriate
consensus level. The null hypothesis of the
statistical test was:
H0 = The median med is the consensus preference
between all experts.
A binomial table distribution was used, where:
 Success is considered when the expert provides med

as a preference.
 Failure is considered when the expert does not

provide med as a preference.
We should accept the null hypothesis if at least three of
the seven experts match their preferences with the median
according to the binomial distribution B (P = 0.11, N = 7),
where P, considering Saaty’s scale, is the probability that
an expert provides med as a preference (P = 0.11) and 7 is
the number of experts, or independent opinions. This
probability distribution shows that the probability of
obtaining by chance three or more successes is 0.034.
Therefore, it is appropriate to consider three successes as
consensus with a p-value lower than 0.05.
The calculation of the global normalised weights
( WCG) of each barrier was obtained following the AHP
methodology [41, 43–45], with a modification, the local
normalised weights of economic costs second level barriers (C71- C75) were obtained using Bayesian networks
due to their quantitative character.

3.6 Co-creation

Since the size of the company has a direct effect on the
solution developed [6, 15, 20], for the co-creation sessions, the new ICT solution for the TDG was analysed in
two co-designed schemes, in an SME and in a large
company. The ICT solution was used as a living lab in
both case studies in order to analyse how the identified
barriers can be overcome.
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4 An empirical case study
The IAM-ICT was applied in a living lab ICT solution
for the TDG. The new ICT solution is a multi-modular
ICT global solution for the TDG that will solve the management of all the technical requirements related to the
TDG according to the ADR, RID, ADN and IMDG
international codes for road, rail, inland waterway and
maritime transport, respectively; as well as the assignment of the most appropriate vehicle and driver for each
shipment (Safety & Security module); it will also provide
safe and secure routes (low-risk routes) with real-time
tracking and monitoring (tracking and tracing, T&T) of
the dangerous goods. The developed prototype, defined
after Step 2 of the methodology (workshop, brainstorming and prototyping), can be seen in Fig. 3.
The design phase of the new ICT tool for the TDG led
to the development of four modules: “Safety & Security”,
“Info-Reading”, “Low-Risk Route” and “Tracking & Tracing”. The “Info-Reading” module allows the introduction of the information of the goods to be transported in
the cloud. QR labels are generated with the shipping information (i.e. UN number, origin, destination, shipping
name, packing group, environmental dangerousness,
weight, height and filling degree for tanks/tank containers). Scanning the labels introduces the information
to the system, information that will be used by the other
three modules. The “Safety & Security” module allows
the digital and shared management of information between all members of the supply chain. The “Info-Reading” module introduces the type of product/s, the
quantity, the packing group and the origin and destination of each of the shipments, and “Safety & Security”
module generates all the technical, safety and administrative documentation (e.g. MSDS, stowage procedure,
safety equipment, transport document for hazardous
goods, check list, special provisions) according to the
transport codes. This information is uploaded to the
Cloud, and sent to those members of the supply chain
that will need it. Optionally, this module also allows the
introduction of vehicle and driver information for the
automatic assignment of the shipment: for example, high
consequence dangerous goods would be assigned to the
most experienced drivers, drivers free of criminal records, and to the appropriate trucks. The “Low-Risk
Route” module uses this information for the calculation
of the best route, based not only on costs and time, but
also taking into account environmental, safety and security criteria (e.g. avoiding environmental protected areas,
highly populated zones). The aim of the “Tracking and
tracing” module is to monitor the position of the freight
by scanning the QR label in the origin, destination and
any intermediate point, and the uploading of the information to the Cloud where all the members of the supply chain can check the state of the shipment.
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5 Results and discussion: application of IAM-ICT
methodology in a new ICT solution for the TDG
After the development of the workshop, brainstorming
session and focus group, a list of barriers to the prototype of the ICT solution for the TDG was obtained.
These barriers were classified in clusters (see Fig. 4). The
definition of each of the barriers within each cluster is
described in Table 3.
Barriers were classified as seven first-level barriers,
which will be compared using the AHP methodology.
Second- and third-level barriers have also been detailed
for these seven first-level criteria. All the sub-barriers
will also be weighted using the AHP, with the exception
of the quantitative sub-barriers (C71–C75) corresponding to the economic costs, which will be weighted using
Bayesian networks.
5.1 Bayesian networks (BNs) – quantifiable barriers

The local normalised weight of quantifiable barriers (wcj)
related to implementation and integration costs from
the CBA are described in Table 4. The analysis of the
state of the art, together with the applied UDI techniques showed that there are five main economic issues
that can affect decision makers in the implementation or
not of our ICT solution. These are:
1. License: cost associated with the investment in the
annual licenses for the ICT solutions.
2. Training: investment in training the professionals
that will use the ICT solutions.
3. ICT management: cost of the employees
responsible of the ICT system.
4. Label processing: printing costs of the labels.
5. Cost of devices: costs of buying new devices to read
the labels (e.g. smartphones, ATEX devices allowed
in explosive atmospheres).
The costs of the quantifiable barriers (cj) (Table 4)
could not be directly measured from the industry because the ICT solution is a prototype and it has not yet
been implemented. To quantify these barriers we therefore developed a CBA, identified the different cost and
benefit variables, and assigned them to the different economic barriers (see Table 6). Since it is a modular solution used by different members of the supply chain,
some barriers can affect one type of user and not another (e.g. shippers and loading sites do not need to buy
devices to scan the labels so they won’t have any cost related to buying scanning devices), this was also taken
into account in the quantification of the barrier (see
Table 5 and Eq. 4).
Dependences between cj and other already known variables xi affecting costs in the CBA, where the described
algorithm K2 in the BN methodology is applied, were
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Table 3 Description of first-level barriers (dark grey), second-level barriers (light grey) and third-level barriers (white) for the
implementation of an ICT solution for the TDG
C1 Operational Area Barriers
C11 Interoperability between agents: Drive multimodal transport agents to act as one entity.
C111 Communication platform (standardisation): Have a unified standardisation of agent platforms to facilitate
communication and exchanging data.
C112 Label procedure: How label will be handled in multimode transport, e.g. in marine containers.
C12 Integration with other existing ICT solutions.
C121 Compatibility with existing ICT solutions: No need to change an existing ICT solution to work with the new one.
C13 Need to use smartphones by participants for tracking and tracing of the goods.
C14 Need to use ATEX devices in areas with explosive atmospheres.
C2 Psychological Area Barriers
C21 Resistance to change.
C211 Small company: Small companies seem to be hampered by economic or financial issues.
C212 No need for new technology: Satisfaction with the current operations.
C22 Reliability of ICT solutions.
C221 Uncertainty of success: Doubts about whether the new ICT solution will work successfully.
C222 More standardisations: Need to modify ordinary work habits to satisfy the new standardisations of the ICT.
C223 Label quality: Concerns about the quality of the labels to guarantee that they are not damaged during the transport
and that the information won’t be lost.
C224 Mandatory de-labelling: How to force the destination to use ICT to confirm the shipment’s arrival.
C225 Long implementation of ICT projects: Interfacing and integrating new technology with the systems already in
place will require a lot of time.
C226 Not wanting to be the first customer: Lack of experience with a new technology.
C227 Initial critical mass needed: No need for additional investment.
C3 Environmental Area Barriers
C31 Environmental impact of labels: Use of barcodes, QR labels, etc.
C4 Technological Area Barriers
C41 Data protection: Protecting data from unwanted actions of unauthorised users or data loss.
C411 Authenticated data: Data should be accessed only by authorised users.
C412 Integrity: Data shouldn’t be leaked/lost.
C413 Secure QR code: QR code cannot be read by anyone.
C5 Corporate Social Responsibility Area Barriers
C51 Use of new technologies by old people: The response of the current workforce facing the new technology.
C52 Control of privacy/legal compliance.
C6 Maintainable Area Barriers
C61 The system can be updated: The system can embed new technologies in the future.
C62 Future support/contingency plan: Support from a help desk during the use of the software, and a contingency plan
in case of system failure in order to ensure quick restoration of the service.
C7 Economic Costs Area Barriers
C71 Licence: Cost of licence to use the system.
C72 Training: Cost of training for agent users to use the system.
C73 ICT management: Cost of ICT employees responsible for the system.
C74 Label processing: Cost of the labels.
C75 Cost of devices: Cost of smartphones, ATEX devices and any other devices.

thus known. We assumed that total costs did not depend on other variables different from xi. Table 6 shows
those dependences and the weights obtained for variables xi by BN (wxi Þ. Database D and values vik of xi were
obtained from four SMEs and three large companies.
Quantifiable barriers cj do not affect all agents participating in the supply chain (see Table 5).

The local normalised weights of quantifiable barriers
wc j shown in Table 4 were obtained through a mapping
function F (see calculations in Additional file 2):
F ðxi ; wxi ; zt Þ→wc j

ð3Þ
ð4Þ

where
and
can be 0 or 1 if there is or is not a
cross in rows i and t in Tables 6 and 5, respectively.

Table 4 Local normalised weights of quantifiable barriers
Quantifiable barrier (cj)

wc j

C71 Licence

0.1118

5.2 Analytic hierarchy process (AHP) results

C72 Training

0.2861

C73 ICT management

0.2695

The AHP method was used to weight qualitative barriers (see Additional file 1). In the first Delphi round, 48%
of the fields in the AHP comparison matrices passed the
statistical test. The other 52% reached consensus after a
second round of Delphi. After obtaining the weights using

C74 Label processing

0.2215

C75 Cost of devices

0.1109
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Table 5 Quantifiable barriers affecting agents of the supply
chain
Agent of the supply chain (zt)

C71

C72

C73

Shipper (z1)

x

x

x

Loading site (z2)

x

x

x

x

Carrier (z3)

x

x

x

x

Unloading site (z4)

x

x

x

x

x

C74

C75

the AHP method, the Pareto principle (80/20 rule) [46,
47] was applied to select the barriers with higher priority
and those that need to be solved to obtain an ICT solution
for the multimodal TDG with good market perspectives,
that is, barriers with a cumulative weight up to 0.80 (see
Table 7) will be studied during the two co-creation
sessions.
5.3 Co-creation

The next step after defining and prioritising the major
obstacles or barriers is co-creation or co-design, where
stakeholders will be involved to find the appropriate solutions to these barriers. We use co-design to refer to
the creativity of designers and people not trained in design working together in the design development
process. These sessions were conducted in the stakeholders’ companies, analysing the new practical solution
regarding the identified barriers. The results of the two
co-design sessions or case studies (one SME and one
large company) regarding the developed solution for the
multimodal TDG can be seen in Fig. 5.
The main barriers for SMEs involved in the TDG, were:
i) a lack of authority for making other members of their
supply chain use the system (C211), thus hindering the
potential of the application for the sharing of information
between stakeholders, and ii) their high dependence on
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the transport agency management system (related to
C111, C112 and C121). Previous studies have shown the
relevance of company size and their relationship with
other members of the supply chain in the implementation
of ICT solutions. Pokharel (2005) suggested that ICT is
perceived more positively with an increase in size of a
company [6]. Perego et al. (2011) recognised via their literature review that one of the main external barriers to
ICT adoption is the effect of other companies in the supply chain [5]. Chapman et al. (2002) noted that the adoption of ICTs by logistics companies means that all the
members of the supply chain need a similar ICT strategy
[23]. Patterson et al. (2003) developed a model of the variables affecting supply chain technology adoption based on
an initial literature review, and used a survey to test the
model. The developed model included organisational size
and interorganisational factors, such as transaction climate and supply chain member pressure, as variables affecting technology implementation. Their study also
noted the pressure that large companies apply to suppliers
regarding the adoption of technologies [21].
The implementation of the use of QR labels (related to
C112, C111 and C74) for the info-reading and tracking
and tracing module will also face different barriers based
on how it is managed in its supply chain. Small and
medium companies depend on the systems of their
transport companies, and then the implementation of
the QR label system depends on the level of ICT implementation in these companies (related to C121 and
C227). If they already use an advanced ICT solution for
the tracking of the merchandise, the co-creation session
showed that the most appropriate approach to facilitate
the implementation of the developed solution is that
they should incorporate additional information about
dangerous goods (e.g. UN number, packing group, etc.),

Table 6 Dependences between quantifiable barriers cj and variables xi, and weights of xi by BN
Variable (xi)

wxi

Number of accidents (x1)

0.1486

Cost of human resources involved in dangerous goods (x2)

0.1486

Number of people working on a DG expedition (x3)

0.1294

C71

C72

C73

x
x

x

Number of incidents (x4)

0.1104
0.0912

x

Number of DG expeditions (x6)

0.0912

x

Number of steps in an expedition (x7)

0.0722
0.0530

Number of vehicles (x9)

0.0530

Number of hours of training in dangerous goods/safety (x10)

0.0530

Number of customs at frontiers per dangerous goods expedition (x11)

0.0338

Time for the preparation of an expedition (x12)

0.0148

Fees (x13)

0

C75

x
x

Cost of informatics people (x5)

Number of DG packages per shipment (x8)

C74

x

x

x
x
x

Molero et al. European Transport Research Review

(2019) 11:28

Table 7 Prioritised barriers, in descending order of preference,
with their global normalised weight
Barrier WCG

Cumulative weight Barrier WCG

Cumulative weight

C111

0.1336 0.13

C51

0.0150 0.90

C112

0.1336 0.27

C52

0.0150 0.92

C121

0.1017 0.37

C222

0.0131 0.93

C411

0.0931 0.46

C71

0.0120 0.94

C61

0.0770 0.54

C75

0.0119 0.95

C14

0.0768 0.62

C212

0.0110 0.96

C211

0.0664 0.68

C225

0.0105 0.98

C412

0.0425 0.73

C413

0.0097 0.98

C31

0.0403 0.77

C226

0.0064 0.99

C72

0.0307 0.80

C227

0.0043 1.00

C73

0.0289 0.83

C223

0.0016 1.00

C74

0.0238 0.85

C221

0.0015 1.00

C13

0.0219 0.87

C224

0.0011 1.00

C62

0.0154 0.89

in the labels currently used in the Transport Agency System (TAS), since current ICT solutions used by transport companies require the same data for the transport
of dangerous goods and non-dangerous goods. TAS
should also include a link to the cloud platform of the
new ICT where the different stakeholders of a shipment
can access all the documentation generated by the safety
and security module, for the discrete tracking of the
shipment. On the other hand, if the transport company
is not using a tracking ICT solution, then the loading
sites should implement the label system and lead the
change in their supply chain. Previous studies have also
noted as barriers the integration of ICT company strategies, and then of an initial critical mass with which to
implement an ICT innovation (related to C227), and the
investment costs needed and unclear return on investment of telematics services (related to C112). Studies
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such as that by Patterson et al. (2003) and Chapman et
al. (2002) identified the need for integration between the
ICT strategies of the different members of the supply
chain in order to achieve the high implementability of a
solution, corroborating the identified barrier C227 “Initial critical mass needed” [21, 23]. Zeimpekis and Giaglis
(2006) showed that only 27% of SME logistics operators
used telematic services, and that the main constraints
are basically the unclear return on investment (ROI) and
the investment cost of the telematic equipment [17].
In the case of large companies, the framework is different. Large companies have enough influence over
their suppliers and customers that leading the implementation of a new management solution is not a problem for them. The main barrier for them is the
integration of the new system with their ERP system
(linked with identified barriers C121: compatibility with
existing ICT solutions; and C111: communication platform). This finding has also been indicated in previous
literature, which identified the compatibility between
new and existing technologies within a company as one
of the problems of ICT adoption; the higher the integration between different solutions the higher the acceptance of the new ICT solution [5, 11, 15, 17]. Marchet et
al. (2009), using multiple-case studies, identified the
need for a higher level of integration in order to realise
all benefits derived from applications working together
[11]. In line with this observation, Zeimpekis and Giaglis
(2006) indicated the integration and interfacing of telematics with current supply chain systems (e.g. ERP,
WMS) as a constraint [17]. To solve this integration
problem and increase acceptance, the new solution
should take all the information automatically from the
ERP system used by the companies in order to avoid the
duplication of tasks and agility, and then facilitate the
use of the new ICTs by large companies. There are two
potential scenarios in this co-creation scheme: i) the
transport is contracted by the company that loads the
freight; and ii) the transport is contracted by the

Fig. 5 Conclusions obtained during the two case studies. a) co-creation for an SME, and b) co-creation in a large chemical company
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customer. If the transport is contracted by the large
company which does the loading of the freight, in
addition to taking the information from the ERP system,
the labelling system should also be implemented in the
loading site and the drivers from the transport company
should use the scanning application of the Track and
Tracing module for the monitoring of the freight. Large
chemical companies are very aware of the dangerous nature of hazardous goods and the need to have them controlled as much as they can. In order to have this
control, those members of the supply chain not using
the developed software solution would need access to
some of the information generated by it. This information should therefore be available to them via a link to
the Cloud sent to their e-mail which would give them
information about the vehicle and driver suggested for a
specific shipment, and the suggested low risk-route. In
the second scenario, where the transport is contracted
by the customer, then the system should send a link to
the customer for the dangerous goods note and the special provisions needed for safe transport.
The literature includes some works in the area of ICT
technologies for the supply chain, but most are focused
on the definition of the ICT structure and functions, and
the pre-assessment of barriers in the design stage for the
new ICT solution is not addressed. For example, Kärkkäinen et al. (2004) described the benefits of a new
tracking solution model compared with previous models
[27] and analysed the difficulties of current tracking solutions in multi-company supply networks through a literature review, developing a new tracking solution and
analysing its performance in a case study. The methodology addressed problems which were found in tracking
solutions, but barriers to the future implementation of
the new solution were not analysed, as is proposed in
this paper.

6 Conclusions and further developments
The increasing presence of dangerous goods on our
roads, together with their significant hazards, the strict
regulations for their transport and handling, and the increasing number of terrorist attacks, highlights the importance of having greater control and less human
intervention in this field. This objective can be achieved
through the development of ICT solutions for a more
automatised supply chain for the TDG. Many studies,
however, report the low acceptance of current developed
ICT solutions.
The analysis of the state of the art identified a gap in the
methods for the ex-ante identification of barriers to new
ICT solutions, and their consideration in the ICT design.
On the one hand, the analysis of barriers to ICT implementation are focused only on ICT solutions already implemented in the market, and on the other hand, there is
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a wide variety of methods for the development of ICT solutions but none that include a pre-analysis of potential
barriers to implementation once launched on the market.
In this paper, key factors for the implementation
and integration of a new multi-modular ICT solution
in SMEs and large companies involved in multimodal
TDG have been analysed; and the design of a novel
methodology to overcome these barriers at an early
stage has been developed, the IAM-ICT methodology,
which can be applied to other fields. The new
multi-modular ICT solution studied includes automatic incorporation of data through QR labels, the
safe management of the administrative and technical
documentation needed by all the members of the supply chain for a safe and secure TDG, the tracking of
the freight and the suggestion of routes with low risk
for the environment.
The IAM-ICT methodology was applied in the design
of this new ICT solution for the TDG, used as a case
study, and the results show that of a total of 27 barriers,
10 sum the 80% of the total weight and it is these on
which the designers and software developers of this type
of solutions should focus. This study shows that the
standardisation of communication platforms used by
each agent of the supply chain (C111) and the compatibility with existing ICT solutions (C121) are major barriers to implementing ICT solutions. This was confirmed
during the two co-creation sessions. The co-creation
sessions showed that different scenarios arise for both
SMEs and large companies, and so the management solution designed for the TDG should be flexible and
adaptable to the needs of each user. The multi-modular
design developed allows potential customers to select
only those modules useful for them, increasing the flexibility of the product which would fit the needs of the
users. The analysis of both scenarios (implementation in
SMEs or in large companies) leads to the conclusion
that i) in the case of SMEs, their lack of influence over
the supply chain to enable the successful implementation of platforms sharing relevant information for the
TDG is one of the main drawbacks, so the leading member for the implementation of new ICT solutions should
be the transportation companies which have stronger influence over them. By contrast, ii) large companies can
lead the change in their supply chain but the integration
of these new ICT solutions inside their existing ERP systems is the main handicap.
In order to set the robustness of the methodology, further developments should focus on a sensitivity analysis
through the application of the IAM-ICT methodology to
SMEs and large companies separately, determining how
it affects key factors and their hierarchy. It is also necessary to develop and apply a method to measure the efficiency of the methodology.
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